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Online Safety and Wellbeing

Dear Parents and Carers,

| am writing to you because of some significant worries and issues brought to my attention, with regard to
social media use outside of school. These issues centre around the use of WhatsApp groups that some of
the children in Year 6 and Year 5 have been using.

The children have raised a number of things that were worrying them about these groups:
e There has been a high volume of messages sent/received by the members of the group
e The children are unable to keep up with the volume of messages
e Seeing such a high number (in the hundreds) of unread messages makes them feel anxious
¢ Not all children have been included in the group, and this has been discussed on the playground
e Worries about inappropriate content
e Some children have been unkind to each other in the groups or directly, with some of this causing
further upset at school

To begin to address these worries, this week the teachers have spoken with all classes by talking about e-
safety, with particular focus upon social media and WhatsApp.

We would strongly advise that primary school children should not be using WhatsApp, as, due to their age,
it is a breach of WhatsApp’s terms and conditions. We do however recognise that many of these groups and
messaging channels have been the only way for children to communicate with each other through lockdown.
However, there are significant safeguarding risks that are posed when children use services such as these,
including the risk of being contacted by strangers.

Should you choose to allow your child to use services such as this, they will need to be closely monitored
and supported to ensure that they are being kind to each other.

| would urge you to discuss this with your child and carefully consider use of WhatsApp and other social
media services, for the good of their mental well-being.

With thanks for your consideration in this matter.
Adam Atkinson

Deputy Headteacher
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What Parents & Carers Need to Know About

© WHATSAPP

WhatsApp is the world’s most popular messaging service, with around two billion users exchanging texts, photos, videos and documents,
and making voice and video calls. The app offers end-to-end encryption, meaning messages can only be read by the sender and the
recipient(s). Not even WhatsApp can read them. Updates toits privacy policy in 2021 reportedly caused milions of users toleave the app.
Butthe new policy was widely misinterpreted: it only related to WhatsApp's business features, notto personal messages.
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‘Prize’ Scams

PP Y

partiesor
dl',.-.. uraging recip

mmmwmumw;ﬁﬁ-

\pp took steps tc

mymbammnmni

Connections with Strangers

hm(cWMwumdﬂanWd

:. lmdﬂuﬁ:‘%mﬂrmm
know, c use
Rto gotin touch viaWhateApp. T

‘Only Admins and Csberbul!ymg

e
potential for someone's feelings to be hurt by an unkind
eu'nmmtoﬂob ‘I‘Ib‘onlyodei: holnm the

mcmfumuuwmmhuh

/Tive Location Sharing

ftas to let
cwlclmuwufmywn l\;‘od.kiauuhlmdhod

dﬁhhummmﬁwdnimkmﬂm

< Advice fo \Parentsi& Carers

Report Potential Scams

Advise your child not to engage with any message that |ooks suspiclous or too good
to be true. When your child receives amessage from an unknown number for the
first time, they will be given the optionto repart that number as spom. They canalso
report a cantact or a groupas spam by tapping on the cantact or groupname to
open their profile and scrolling down to ‘report spam’.

. W Explain about Blocking

If your child receives spam or offensive messages, calls or files from acontact, they
should block them. Communication from ablocked contact won't show up on their
device and stays undelivered. Blocking someane does not remove them from your
child's contact fist ~ they would also need to be deleted from the device's address
book. The option to blocksomeone is on their contact info screen.

Create a Safe Profile

Eventhough sameone would need your child’s phane number to add them as acontact,
asan extraprecaution it's worthaltering your young ane's profile settings to restrict who
can see their photo and status. The options are ‘everyone’ ‘my cantacts’ and ‘nobody’
Choasing one of the lotter two ensures their profile is protected.

Leave a Group

n‘yuurchildispavldugmupcmmmtmaesﬂwmhdunconionubls orhas
been added to a group that they no longer want to be part of, show them how
up's setti to leave. if someane exits a group, the admincan
in once; if they leave a second time, itis permanent.
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Use Location Features Sparingly

If your child needs to use live location’ to show you or their friends where they are,
advise them to share their locatian only for as long as they need to. Mhmshpgd
“ive location’ options of 15 minutes, one hour or eight hours. However, your ch
manually choose to stop sharing their position at any time.

Delete Accidental Messages

i your child has posted a message in the wrong chat or sent clmsslrnt(;\:(
immediately regret, theyeondolsw)t Tap and hold an the message, choose ‘delete’ and
then ‘delete for everyone. WhatsApp allows seven minutes to delete a message afterit’s
sent - butit’simportant to remember thot recipients moy have seen (and takena
screenshot of) a message before it was deleted.

Fact-Check Messages

{

Youcaon now fact-check messages that have been forwarded at least five times in WhatsApp, by double-tapping the magnifying glass icon to the right of the message. From there, your
childcan launch aGoogle search and decide for themselves whether the message was accurate or not. It's agood way to encourage young people to question things they see online.
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